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COVER LETTER

Hello!
Let me introduce myself.  My name is Jutt S. Laing, and I am a senior level Security Architect & Consultant with 22 years of industry experience.  My broad background includes Information Security, Enterprise level Directory Services, Identity and Access Management, encryption, architecture, multiple network operating systems, HW/SW, and wide area networking.  My security expertise comes from putting all of this knowledge and experience together, in combination with years of hands-on “white-hat hacking”.  
For the past 15 years I have designed and implemented Enterprise level Identity & Access Management solutions for large firms including Law Enforcement agencies, CareFirst Blue Cross Blue Shield, Iron Mountain, JPMorganChase, IBM, Nova Savings Bank, Colliers International, and multiple School Districts.  I’ve also consulted for many medium and small sized firms spanning the financial, insurance, real-estate, education, and manufacturing business sectors.
Many years of consulting experience has enabled me to work well both individually, and more importantly as a team player.  On large projects I typically interact with Business Analysts, Project Managers, Developers, Operations teams, and Management throughout the entire Software and Development lifecycle.  For smaller projects, I have to be all of the above roles myself.
Being the President of an S-Corporation myself, I look at IT as a great tool to enhance business practices, stressing three things I deem most important – cost effectiveness, impact to the business, and security ramifications.  I believe IT can be a great tool when used properly.

Please do not hesitate to call me with any questions.  My resume is long because I have been in the business for a while, and it is impossible to list everything I have done throughout my career.  My attached resume below consists of three pages with a fourth page of skills inventory.
I am searching for c2c contracting work – preferably remote (work from home) or in the northeastern US (PA, DE, MD, NJ, NY).
Respectfully ;-)

Jutt S. Laing, MCNE
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OBJECTIVE
Utilize my well rounded computer security and networking skills to enhance and SECURE my client’s entire Network Architecture – all while having FUN DOING IT!
EDUCATION

IBM Tivoli Federated Identity Manager (2009)

Software Development Lifecycle using CMMI waterfall methodology (2008)
IBM Tivoli Identity Management Suite - TIM / TAM / FIM / TDI (2006-2007)

Suse Linux (2005), Ciphers & Encryption (2005) CNE6 (2005), NetVision (2004)

Advanced Edirectory management & troubleshooting (2003), Active Directory (2003)

DirXML / Nsure / Novell Identity Manager (2002)

Clustering (2001), Netware 5.x (2000)

ManageWise, Corporate Management (1999), CA UniCenter (1998)

MCNE - Master Certified Netware Engineer (1997)

Windows NT Server & Workstation, Microsoft TCPIP, Enterprise (1996)

Metropolitan Fiber Systems Datanet Digital Transmissions / WAN (1995)

Certified Netware Engineer (1994), Certified Netware Administrator (1993)

Computer Programming (1991), Computer Learning Center, Philadelphia, PA

EXPERIENCE

LARGE LAW ENFORCEMENT AGENCY, NYC, NY
Independent Consultant / Information Security Architect (Oct 2010-Present)

Lead Architect and Engineer of multiple technicians performing enterprise wide Tivoli Identity Manager upgrade project from ITIM 4.6 to ITIM 5.1 including upgrading WebSphere, Tivoli Directory Integrator, and Tivoli Access Manager.  Designing new custom TDI adapters and upgrading custom client based adapters including 3 LDAPS, RACF, Active Directory, Remote Desktop Password Sync agent, and the TAM Combo Adapter.  Develop custom workflows and migrate custom FESI extensions to ITIM 5.1 JSengine by mentoring java developers on ITIM and TDI.
CAREFIRST BLUECROSS BLUESHIELD, OWINGS MILLS, MD

Independent Consultant / Information Security Architect (2007-2010)

Member of Enterprise Information Security Team focused on a large scale Identity & Access Management project in a Service Oriented Architecture (SOA) utilizing the IBM Tivoli suite (TIM, TAMeb, TAM E-SSO, TDI, FIM, and java based web services running on both  AIX & Windows platforms).  Identities included internal & external actor types including 3.3 million members, 6000 employees, 2000 consultants, and multiple business partners via federation.  As an architect and system designer my job role was to integrate new & existing enterprise applications with the Identity & Access Management system.  This required identifying & meeting all business requirements, use-cases, & compliance (HIPPA, GLB, SOX, ISO 27001) in a documented detailed design artifact - and then implementing the design in DEV, Tech-Test (QA), and Production environments.  My designed solutions crossed multiple platforms including WAS Portal (web apps, portlets, HTML) and multiple databases (Oracle, Sybase, DB2) with each component designed as a service utilizing java based web services (WSDL, UDDI, SOA).  All designs included automated provisioning via Tivoli Identity Manager using adapters and Tivoli Directory Integrator (TDI) to multiple endpoints including Active Directory (AD), BMC LDAP, Tivoli Access Manager, and databases.  All designs utilized the enterprise service bus (Tibco suite), web-services, and amberpoint/systinet at the middleware layer.  I then transitioned from architect to team lead, an 85% technical hands-on role.
Some of the projects I was lead designer and hands-on technical implementor included Portal based self registration & delegation, Federated Identity Management & single sign-on between business partners via SAML, electronic online billing & payment system, data encryption between business partners, and integrating MANY commercial and custom applications with WebSEAL (Tivoli Access Manager) as Lead Application Integration Specialist.  The Security solutions / capabilities that I designed as team lead included desktop single sign-on via SPNEGO, centralized logging & reporting, access management via Role Based Access Control (RBAC), customized authentication via external authentication interface (EAI), and web based single sign-on between WebSEAL, Portal, and backend apps.  My largest accomplishment was heading the design and implementation of multiple federations with CareFirst’s role as both Identity Provider and Service provider.  This involved 
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custom logic and error handling within TFIM for web sso and federated provisioning.  These projects & solutions required me to work directly with Business, Project Managers, Portal team, developers, & other enterprise architects & support teams.  SSO was designed and implemented using TAM E-SSO provisioned from ITIM.  A waterfall based Software Development Life Cycle was used based on the CMMI level 3 framework.  

As team lead I took it upon myself to mentor and instruct company personnel on these technologies.  A key part of the position was to present and document highly complex business and technical solutions to both technical and non-technical staff and Senior Management in a clear and concise manner.  Every design, presentation, and implemention met security, compliance, and auditing policies utilizing the Information Security “layered-approach”.

IRON MOUNTAIN, COLLEGEVILLE, PA
Information Security Engineer (2006 to 2007)
Member of Corporate Security Team focused on a large scale Identity Management Project.  Implemented IBM Tivoli based Identity Management solution (on over 75 RedHat Linux servers) connecting all backend applications using Service Oriented Architecture in 3 environments (DEV/QA/PROD).  Solution utilized Solaris & Sun One LDAP as a central Identity repository, & provided a single sign-on system capable of Identity Management, Access Management, & Federated Identity Management (TIM/TAM/FIM) of all customer online applications.  Users were provisioned & de-provisioned automatically via custom Workflow logic.  Individual Application front-ends were collapsed into a SPOG (Single Pane of Glass) Portal so customers could utilize a single credential to access all backend systems seamlessly (we migrated from Vignette/WebLogic to WAS/WCM).  Front-end web proxies were implemented (TAM & WebSeal running on IBM WebSphere Application Server via Java) for further security.
Solution was designed with HW, network, & application level redundancies & load balancers for 24x7x365 availability during any type of outage.  Implemented & customized Open Source tools such as Nagios, Subversion, & Twiki (creating custom PERL scripts) to provide complete monitoring, alerting, & documentation of the systems.  Custom scripts were written to pipe all native logs via Syslog over TCP to a SPLUNK database server, providing a complete audit trail of all system wide events to management via HTTP.  LDAP data massaging & maintenance performed by writing custom PERL scripts.  Encrypted all application, server, architecture and network traffic (data) using OASIS / NIST “layered approach”.

Performed Initial Load of 500,000+ customer UserIDs into LDAP using custom programmed Tivoli Directory Integrator (TDI) scripts.  Design/Administrate LDAP schema, Classes, Objects, & replication.  Troubleshot complex system problems requiring extensive knowledge of all technology disciplines.

Analyzed & secured entire environment at all levels (HW/SW/NOS/Network/Physical) & documented all system lifecycles, procedures & policies, standards, & rules of operation per stringent auditing requirements (SOX/GLBA/FDIC/etc).  Analyzed & documented corporate wireless networking policies, rules, & regulations.

NOVA SAVINGS BANK, BERWYN, PA

Independent Consultant / Information Security & Network Engineer (2003 to 2006)
Ran IT Department in dual role.  Managerial role responsible for IT budgets, Business practices, & IT Policies.  Reported directly to Board of Directors & COO.  Met auditing requirements of all Institutions (FDIC, Sarbanes-Oxley, & GLBA) which included creating & documenting all IT processes.  Worked closely with Corporate Risk Group mitigating all technical Security Risks.  Managed IT Staff hiring & supervising Helpdesk & PC Tech Staff.  Managed Vendor & Outsourcing relationships.  Managed multiple project lifecycles from beginning to end.
Technical Role responsible for all Network technologies (Security, LDAP, Wintel, Netware, SQL, Citrix, VoIP, LAN/WAN, Apps, etc).  Administrated Cisco Routers/Switches, WAN connectivity, VPNs, WebSense Proxy, sniffers, & Firewalls/IDS technologies.  Implemented Security & Public/Private Key Encryption technologies into existing Servers, Email, PCs, & LAN/WAN traffic using “layered approach” per standards bodies (NIST, OASIS, ISO, CIS, & Homeland Security).  Assist with MPLS network redesign. 
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Evaluate, recommend, & implement new technologies.  Purchased, setup, & configured entire IT & security infrastructure for new bank branches & offices.  Implemented Novell Identity Manager Solution between Edirectory & Active Directory, providing access to all Apps using single credential.  This included automated UserID placement rules via XML, Self Password Mgmt, Password Polices, & Provisioning in a Wintel / Netware environment.    Responsible for Physical Security, Camera Systems, Alarm Systems, & Divars.  Worked directly with FBI & Law Enforcement concerning robberies.

Managed IT employees and vendors assigning workload and tasks, performing HR evaluations, and making hire/fire decisions.

STRATEGICLINK CONSULTING, EXTON, PA

Consultant / Sr. Network Engineer (2003 to 2005)

Install, Upgrade, Migrate, & Maintain Microsoft, Linux, & Novell Operating Systems (all versions) for IT consulting firm.  Clients include Schools, Banks, Manufacturing, & Corporate firms.  Perform constant HW / SW installations & troubleshooting of Servers, Email, Databases, DNS/DHCP, Cisco Routers/Switches, PIX Firewalls, Sniffers, LAN/WAN equipment, PCs, & Applications.  

Performed multiple large scale DirXML / Nsure / Identity Manager synchronization projects connecting LDAP, databases, Email, AS400, Active Directory, Edirectory, & custom applications for multiple clients including banks, school systems, and hospitals.  Implemented large clusters using mesh fabric SANs with complete hardware redundancy.  One cluster project consolidated 50 separate GroupWise email Domains & Post Offices onto 1 cluster.  Another project replaced entire Pocono Mtn School District distributed architecture onto one 8 node cluster consolidating iPrint, Zenworks, Border Manger Firewall, File & Print, and Identity Management services.  Performed network analysis using Sniffer / IDS products.  Performed Forensic Analysis of PCs & Servers to document fraud cases for financial clients & SEC.  Project Management included coordination with client, Sales Reps, Vendors, & Principles in multiple companies.  Mentored & instructed staff on multiple technologies.
COLLIERS INTERNATIONAL, BOSTON, MA

Independent Consultant / Information Security Architect & Engineer (2002 to 2003)

Short-termed contract position to rollout DirXML / Nsure / Identity Manager, Edirectory, & LDAP to provide centralized email address book lookups for 40+ Exchange, Notes, & Outlook email systems.  DirXML / Nsure /Identity Manager drivers were installed on all International servers.  Each server’s data fields were then pumped through the public Internet via SSL to Microsoft servers running Novell Edirectory.  Placement, creation, logic, & data manipulation were performed using XSLT style sheets.  The data was then placed into Edirectory.  Email clients could then do centralized LDAP lookups for employees & provided a centralized Authentication Directory Service. 

JPMORGAN CHASE & COMPANY, CHRISTIANA, DE

Independent Consultant / Sr. Security & Network Engineer, Global Core Team (1997 to 2002)

Member of Corp Information Risk Group responsible for global systems security.  Design, manage, rollout, & debug Global Netware Directory Services LDAP database architecture containing over 1.8 million objects on multiple platforms in 68+ cities & 25 counties worldwide.  Edirectory contained 1000+ Novell file servers.  Local LAN had 3000+ users, with 80,000+ users worldwide.  Have NDS / Directory Services Supervisor rights to root.   All Global Admins reported to our team to obtain standards, policies, server builds, & engineering certifications.   In charge of Intel environment for Global operations from mainly a design & engineering standpoint, as well as performing daily troubleshooting, maintenance, & handling multiple projects.  Report & enforce firm’s security policies.  Installed SNMP monitoring globally using ManageWise.  
On multiple teams that designed new JPMorganChase environment that supported a merger of JPMorgan & Chase banks.  Directory Services required supporting over 1600 Edirectory servers using 3 Edirectory trees connected to PeopleSoft via DirXML / Nsure / Identity Manager and a workforce tree.  All Microsoft servers were managed via Edirectory.  Certified & rolled out Single Sign-On capability globally so one login accesses all systems.  Also installed & managed real-time Global 
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Directory Services monitoring system using DSExpert software.  Installed SNMP monitoring globally using ManageWise.  Part of Network strategy team, planning all IP ports & IPX SAPs needed for Global Network routers for merger.  

On 9/11/2001, my contingency implementation provided Directory Services contingency for all of Americas for over 60 lost servers in NYC.  Other implemented contingency technologies including SFT-III, Vinca server pairs, & finally large Clusters using Fiber Channel Storage Area Networks on EMC.

Install, test, & certify server & network related software for global implementation including writing & posting all documentation for Global Administrators to follow.  Automated daily Administration tasks & reports via Winbatch scripts for use by Global Server Administrators.  Created & programmed custom Global Monitoring app (2000+ lines of code) that parsed 80 data fields from all Global servers importing them into SQL.  Reporting then available through web GUI front-end.  

PIERCE LEAHY CORPORATION, KING OF PRUSSIA, PA

Independent Consultant / Sr. Network Engineer (1995 to 1997)

Oversee all aspects of corporate LAN/WAN in a Netware, NT, & UNIX environment.  Research, requisition, & implement all hardware & software working directly with Director of IT & CIO.  Administration includes Novell, NT, cc:Mail, dial-in servers, backups, WAN connectivity.  Implemented real-time primary & backup server technologies, as well as real-time off-site disaster recovery servers.  Install, configure, & administrate Lotus Notes & Corporate Internet Web servers.

Redesigned & segmented corporate backbone switched 100tx/100vg Ethernet segments.  Installed SNMP monitoring to all network servers, LAN/WAN equipment, & important Apps using HP OpenView Pro Suite.  

Implemented software distribution to desktops & hardware/software inventory via LAN using Zenworks.
Oversee & distribute work to multiple PC technicians, managing multiple projects simultaneously.  Setup Help Desk.

IBM (TECHNOLOGY SERVICE SOLUTIONS), BROOMALL, PA

Consultant / Network Engineer (1994 to 1995)

On-site consulting, installation, & troubleshooting of large-scale LANs / WANs using various network operating systems in multi-vendor environments for Fortune 500 companies - including MFS, Rhone-Polenc-Rhorer, Nabisco:
Subcontracted to Metropolitan Fiber Systems Datanet Division.  Connected & troubleshoot LANs to WANs via Cisco Routers, CSU/DSUs, & multiplexers to Metropolitan Fiber System's X.25 & ATM fiber backbone using T1 to T3 connections.  Work at Philadelphia Node facility expanding existing ATM fiber backbone & connecting new networks to the WAN.

At Rhone-Polenc-Rhorer worked on enterprise helpdesk troubleshooting across large NetWare, VAX, and mainframe infrastructure.

At Nabisco assisted with enterprise wide Edirectory / LDAP design and migration plan from Netware 3.x to 4.x.

Career started in 1991.  1991 through 1994 omitted due to size constraints
REFERENCES

Contact references furnished upon request.  
Also available upon request - multiple written reference letters and letters of recommendation from clients and supervisors throughout my career.
CLICK HERE FOR LINKED IN PROFILE AND RECOMMENDATIONS
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SKILLS INVENTORY

VENDORS / HARDWARE
IBM, HP/Compaq, Dell, Cisco, Nortel, 3Com, Lucent, Intel, Toshiba, EMC, NEC, Silicon Graphics, Macintosh, Texas Instruments, Ambra, Adtran, Tylink, Ascend/Cascade, Alcatel/Newbridge, Proteon, Larsecom, SMC, APC, Racal, U.S. Robotics, Storage Dimensions 
OPERATING SYSTEMS / NETWORK OPERATING SYSTEMS
Novell Netware (any version), Windows 2003 / XP / 2000 / NT  / 98 / 95,  Unix/Linux (Redhat, Fedora, SUSE, AIX), Citrix, DEC Pathworks, DEC VAX (openVMS), IBM Mainframe (VM, PROFS, CICS, TSO), MS DOS, Apple/MAC, VMware
NETWORK TOPOLOGIES / COMMUNICATION
Ethernet (10/100/1000), Fiber Channel SAN / NAS / ISCSI, FDDI, ATM, Switching, Token Ring
LAN/WAN COMMUNICATIONS
Cisco Routers / CSU/DSU, Firewalls, Switches, Load Balancers / CSS, XML Gateways, VPN Appliances & Tunneling, X.25, Frame Relay, ATM, MPLS Cloud, T1-T3, Modem Pools, Network Access Servers, Multiplexers,  F5
PROTOCOLS / APPS

TCP/IP, LDAP, IPSec (IKE/AH/ESP), SNMP/RMON/RMON2, IPX/SPX, AppleTalk/Ethertalk, RADIUS
NETWORK SOFTWARE / APPLICATIONS

Directory Services: 
Edirectory / NDS, Active Directory, LDAP, SunOne, Tivoli Directory Server
Identity & Access Mgmt:
IBM Tivoli Suite (ITIM – Tivoli Identity Manager / TAM – Tivoli Access Manager /
TFIM – Tivoli Federated Identity Manager / TDI – Tivoli Directory Integrator), TAM E-SSO
Novell Suite (Novell Identity Manager, Novell Access Manager, DirXML, Nsure)
DSExpert, BMC WAC
Web Technologies:
IIS, SharePoint, WAS - WebSphere Application Server, Java, Apache/Tomcat, WebSense

Border Manager, WebSEAL, Wiki / Twiki, XML / XSLT / DAML / DSML, Tibco Bus Works, 
SOA – Service Oriented Architecture (SOAP / WSDL / UDDI), Enterprise service bus (MQ/JMS)
High Avail / DR:

Clustering (Novell, MS, Linux), HP Secure Path, Qlogic Power Path, Vinca Standby &

Snapshot Server, NSI Doubletake, SAN – Storage Area Network
Environment Mgmt:
Nagios, ZENworks, HP OpenView Pro Suite, Compaq Insight Mgr, CA UniCenter,
Symantec Norton Administrator Suite, Subversion, Config Central, BMC NetTune Pro
LAN/WAN:

Sniffer, WireShark/Ethereal, SolarWinds, HP NetMetrix, Visio, Aperture, DocuNET
Email:


MS Exchange, Lotus Notes, GroupWise, DEC Teamlinks, DEC All-in-1, cc:MAIL
Backups:

Veritas Backup Exec, SyncSort Backup Express, CA ArcServe, Vinca Standby/Snapshot
Antivirus:

Symantec Antivirus Corporate Edition, InnocuLAN, Sophos, McAfee Netshield, F-Prot

Desktop:

MS Office Pro Suite, Lotus Smart Suite, Corel Draw! Suite, Adobe Suites
Terminal Emulators:
Reflections, IRMA, Tiny Term, Exceed
Helpdesk:

Remedy, Support Express, Support Center, Quetzal, ESP Help Desk, MAGIC/BMC
Database:

Oracle, Sybase, Paradox, Progress, SQLbase, Access
Programming:

PERL, Java, C+, COBOL, JCL, Assembler, Winbatch
PRINTING
HP JetDirect & LaserJet, Canon, Ricoh/Aficio, IBM, Intel NetPort, Tektronics, QMS Color & LaserJet Printers, HP Plotter, Mac Image/Laser Writer

PERIPHERALS
Storage Area Network (SAN), EMC, NAS, CD-ROM changers/writable, Tape Libraries, DLT drives, DAT drives/Auto-changer, Optical drives, Worm drives, Sound Cards, Scanners, Draw pads, Digital Cameras, Montage Digitizer
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